Android VPN instructions using the Pulse Secure client with
Two-Factor Authentication (2FA)
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Introduction

The University has implement a VPN solution to provide easy to use secure access to on-campus
resources fromthe Internet on an Android device using the Pulse Secure VPN app.

Note: The VPN is not accessible from our internal network. It can only be accessed from an Internet
connection off campus.

Requirements

¢ Android v4.0 or later. (Google Play Store).

In 2014, the Chancellor issued a directive requiring Two-Factor Authentication in situations that
involve remote accessto University resources. In compliance with this mandate, the Office of
Information Security for the Health Science Center has integrated Two-Factor Authentication (2FA) to
enhance our system access process.
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Note: This document shows how to use the Duo 2FA Push technology to logon toVPN.

Instructions

Pulse Secure VPN Installation and Configuration
Step 1: Open the Google Play store and search for “pulse secure”.
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Step 2: Download the Pulse Secure app and install it. Accept
requested permissions prompt.

... WE MAKE LIVES BETTER

®*UT HeALTH ScieNCE CENTER'

SAN ANTONIO



® NG F Ll 63% 8 09:47 aBEfa 3 NG T il 63%8 09:47

Pulse Secure
needs access to

Q
Secure

Device & app history

Pulse Secure Identity
Pulse Secure
~ € Everyone calendar

Contacts
Tap Install
m @ Location Tap Accept
THOUSAND SMS
Downloads 2272 Tools Similar
Phone
Secure your Android-based maobile life
with Pulse Secure for Android Photos/Media/Files
READ MORE Wi-Fi connection
information
" premm———] m i Device ID & call
l:l [® sommors Google Play

(B, N = [ @

Step 3: Enter your Google Play account password, if you have one set,
to begin the install.

Step 4: Open the Pulse Secure app.
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Step 5: Accept the license agreement.

CLIENT SOFTWARE END
USER LICENSE
AGREEMENT

For Pulse Secure Client
Software

("CLIENT SOFTWARE
EULA")

(December 5, 2014)

BY DOWNLOADING OR USING THIS
SOFTWARE, YOU ACCEPT ALL TERMS OF
THIS CLIENT SOFTWARE EULA,
INCLUDING, WITHOUT LIMITATION,
DISCLAIMERS OF WARRANTY AND
LIMITATIONS ON USE, TRANSFERABILITY
AND DAMAGES. IF YOU DO NOT ACCEPT
THE TERMS OF THIS CLIENT SOFTWARE
EULA, DO NOT DOWNLOAD, INSTALL OR
USE THE CLIENT SOFTWARE AND DELETE
ALL COPIES OF THE SOFTWARE FROM
ANY AND ALL OF YOUR DEVICES.

This Client Software EULA sets forth the
terms of the agreement between you
and Pulse Secure, LL
to as "Pulse Sec

Tap Accept

Accept ‘ \ Decline
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Step 6: Configure the Pulse Secure app.
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Step 7: Connect to VPN using the Pulse Secure app.
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Security warning

The certificate for this server is
invalid. Tap Accept to connect to
this server anyway.
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Tap Accept

Step 8: Accept and confirm from the notification bar pop-up or open

your DUO app and authenticate.
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Select Connection:

UTHSCSA VPN
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= Settings

Device: v

Send me a Push

Tap Sign In

Please sign in to begin your secure session.

Call Me
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Enter a Passcode

Remember me for 7 days

Select an option. Push
is the recommended
option to choose.




o Login request: UTHSCSA_DUO_VPN

T/ APPROVE

X DENY

SCIENCE CENTER"

SAN ANTONIO

Welcome to the

Moo Login request: UTHSCSA_DUO.. o9:53
I

- LogIin request U IHSUSA_UUU.. 09:53
BAlTH o X
SCE"‘[@‘B Login request received

~~ CONFIRM > CANCEL

ScIENCE CENTER"

SAN ANTONIO

Welcome to the

Pulse Connect Secure

Pulse Connect Secure
UT HEA"JH
Science CENTER
Device: Shadow-Note3 (XXX-XXX-6725) v

Call Me
Enter a Passcode

SCIENCE CENTER
Device: Shadow-Note3 (XXX-X00(-6725) v
Send me a Push

Call Me
Enter a Passcode

Then tap Confirm

=] Remember me for 7 days (=] Remember me for 7 days

If no pop-ups from the notification bar appear, open your Duo app and tap the green “Request
Waiting” bar.
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Tap Approve
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Approve
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You may receive an addition prompt You should now be connected.
while establishing a VPN connection.

Secure

Allow connection

Pulse Secure is requesting
permission to set up a VPN
connection that will allow it to
monitor network traffic. Only

Sign Out

allow this if you trust the source.

An icon will be shown at the top
of your screen while the VPN is in
use. Allow?

CANCEL OK

11:59:00

S cooperr3
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