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BACKUP

SECURITY GUIDELINE

The pages following represent a template to be used by HSC Organizations
in developing their own backup procedures. Backup procedures are
required by some local, state, and federal requirements based on business
risk or criticality of information. The template describes backup process
considerations, solutions, and documentation needed to fulfill regulatory
requirements.  The pages following are designed so HSC Organizations may
print/file the document, then fill in the blanks for HSC Organization specific
information.

Note: Service Level Agreementswith Computing Resources can also facilitate HSC
Organization backup needs or assist with backup media storage.
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1. Policy

It is the policy of The University of Texas Hedlth Science Center (UTHSCSA) to protect its
information and to recover from interruptions of vita University operations. The Hedlth Science
Center's (HSC) Organization is taking respongihility for the development and
implementation of backup procedures that are condgtent with the overdl policies and
procedures guiding the University. Furthermore, our organization is committed to employ dl
appropriate backup strategies for anticipating and contralling crigs Stuations.

2. Purpose

Electronic backups enable the recovery of data, systems, and gpplications in the case of events
such as naturd disagters, system disk drive failures, compromises, data entry errors, or system
operations arors. Backups facilitate the availability, restoration, and performance of essentid
functions during any emergency or dtuation that may disrupt norma operations. Backup
consgderations may include but not limited to: servers, persona computers, notebook
computers, hand-held computers, persond digitd assstant (PDA), distributed processng
systems, network attached and computer controlled medical and laboratory equipment (i.e.
embedded technology). Additiondly, it is the procedures, equipment, facilities, software, and
data that are designed, built, operated, and maintained to create, collect, record, process, store,
retrieve, digplay, and transmit information. Information resources backup and recovery process
for each system must be documented and periodicdly reviewed.

3. Backup Planning

The following questions should be considered when developing a backup plan:
Where will media be stored?
What data should be backed up?
How frequent are backups conducted?
How quickly are the backups to be retrieved in the event of an emergency?
Who is authorized to retrieve the media?
How long will it take to retrieve the media?
Where will the media be ddlivered?
Who will restore the data from the media?
Whét is the media-labdling scheme?
How long will the backup media be retained?
When the media are stored on+site, what environmenta controls are provided
to preserve the media?
What is the appropriate backup media?
What types of mediareaders are used at the alternate site?
What are the costs for varying backup solutions?
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What is the business impact for loss of deta or availability?

TABLE 3.1 HSC Organization System/Component
Backups
The HSC Organization has determined based on business needs and risks to backup

the following systems or components:

agrwWNE

SYSTEM/COMPONENT

4. Backup Media

Backups can be stored on various media such as:

Floppy Diskettes. Floppy diskette drives are becoming less standard with most
computers and these drives have alow storage capacity and are dow.

Tape Drives. Tape drives are not common in desktop computers, but are an option
for ahigh-capacity backup solution. Tape drives are automated and require athird-
party backup application or backup capabilities in the operating system. Tape mediaare
relatively low cod.

Removable Cartridges. Removable cartridges are not common in desktop computers
and are often offered as a backup solution as a portable or externd device. Removable
cartridges, such aslomega Zip® and storage drives, are more expensive than
floppy diskettes and are comparable in cost to tape media depending on the media
model and make. However, removable cartridges are fast, and their portability alows
for flexibility. The portable devices come with specid drivers and application to facilitate
data backups.

Compact Disk. CD, read-only memory (CD-ROM) drives come standard in most
desktop computers, however, not al computers are equipped with writable CD drives.
CDs are low-cost storage media and have a higher storage capacity than floppy
diskettes. To read from a CD, the operating system’ s file manager is sufficient;

however, to writeto a CD, arewritable CD (CD-RW) drive and the appropriate
software is required.

Digital Versatile Disc. DVD isan optica disc technology with gigabyte storage
capacity and can facilitate video, audio or other information storage. Thistechnology
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has a higher capacity than CDs and is dso more expensive; however, it is becoming a
standard with new desktops.

Networ k Storage. Data stored on networked PCs can be backed up to a networked
disk or anetworked storage device:

Networked disk. A server with data Storage capacity is anetworked disk. The amount
of data that can be backed up from a PC islimited by the network disk storage
capacity or disk dlocation to the particular user. However, if users are indructed to
save filesto a networked disk, the networked disk itself should be backed up through
the network or server backup program.

Networked storage device. A network backup system can be configured to back up
thelocal drives on networked PCs. The backup can be started from either the
networked backup system or the actual PC.

Replication or Synchronization. Data replication or synchronization isacommon
backup method for portable computers. Handheld computers or laptops may be
connected to a PC and replicate the desired data from the portable system to the
desktop compuiter.

TABLE 4.1 HSC Organization Backup Media

The
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Specification
HSC Organization has determined the gppropriate backup media as follows:

SYSTEM/COMPONENT BACKUP MEDIA

5. Backup Methods

A combination of backup methodologies can be used depending on the system configuration
and recovery requirements. The frequency and extent of backups must be in accordance with
the importance of the information and the acceptable risk as determined by the data owner.

System Backups

Full. A full backup captures dl files on the disk or within the folder selected for backup.
Because all backed- up files were recorded to a single media or media set, locating a
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particular file or group of filesis smple. However, the time required to perform afull
backup can be lengthy. In addition, full backups of files that do not change frequently
(such as system files) could lead to excessive, unnecessary media storage requirements.

Incremental. An incrementa backup capturesfiles that were created or changed since
the last backup, regardiess of backup type. Incrementa backups afford more efficient
use of storage media, and backup times are reduced. However, to recover asystem
from an incremental backup, media from different backup operations may be required.
For example, consider a case in which adirectory needed to be recovered. If the last
full backup was performed three days prior and one file had changed each day, then the
mediafor the full backup and for each day’ sincrementa backups would be needed to
restore the entire directory.

Differential. A differentia backup stores files that were crested or modified since the
last full backup. Therefore, if afileis changed after the previous full backup, a
differentia backup will save the file each time until the next full backup is completed.
The differentid backup takes less time to complete than a full backup. Restoring from a
differentid backup may require less media than an incrementa backup because only the
full backup media and the last differential media would be needed. As a disadvartage,
differentia backups take longer to complete than incrementa backups because the
amount of data snce the last full backup increases each day until the next full backup is
executed.

Data Backups

Continuous. Continuous data backups can be achieved by utilizing technology thet
writes data Smultaneoudy to an dternate system. This method is most commonly used
for datarecovery. Examplesinclude

o Disk replication - dataiswritten to two different disks to ensure that two vaid
copies of the data are dways available. The two disks are caled the protected
server (the main server) and the replicating server (the backup server). Disk
replication can be implemented localy or between different locations. Disk
replication techniquesinclude: RAID technology, mirroring, and shadowing.

o Electronic vaulting and remote journaling - are Smilar technologies that
provide additiona data backup capabilities, with backups made to remote tape
drives over communication links. Remote journaing and dectronic vaulting
enable shorter recovery times and reduced data loss should the server be
damaged between backups. With dectronic vaulting, the system is connected to
an dectronic vaulting provider to dlow backupsto be created off-ste
automaticaly. The eectronic vault could use optica disks, magnetic disks, mass
storage devices, or an automated tape library as the storage devices. With this
technology, datais transmitted to the electronic vault as changes occur on the
servers between regular backups. These transmissions between backups are
sometimes referred to as eectronic journding.
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Scheduled. Scheduled data backups can be achieved by utilizing scripts, backup software, or
operating system tools for coping filesto dternate systems. This process may be schedule or

manual.
TABLE 5.1 HSC Organization Backup Methods and
Frequency
The HSC Organization has determined the appropriate backup method as follows:
SYSTEM/COMPONENT BACKUP METHOD FREQUENCY
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6. Backup Storage

Based on data criticdlity, storage of backup media may include multiple storage strategies such as both
ongte and offdte. When sdecting a storage facility or service, the following criteria should be considered:

Geogr aphic ar ea—distance from the organization and the probability of the storage Site being
affected by the same disaster as the organization

Accessibility—length of time necessary to retrieve the data from storage and the storage facility’s
operating hours

Security—security cgpabilities of the storage facility and employee confidentidity, which must meet
the datal s sengtivity and security requirements

Environment—structura and environmental conditions of the storage facility (i.e., temperature,
humidity, fire prevention, and power management controls)

Cost—cogt of shipping, operationa fees, and disaster response/recovery services.
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For critical information, it is good business practice to store backed- up data offste. Computing
Resour ces services or Commercia data storage facilities are specialy designed to archive mediaand
protect data from threatening eements. If using offste storage, datais backed up at the organization's
facility and then labeled, packed, and trangported to the storage fadility.  When the datais required for
recovery or testing purposes, the organization contacts the storage facility requesting specific datato be
trangported to the organization or to an dternate facility. Commercid storage facilities often offer media
transportation and response and recovery services.

TABLE 6.1 HSC Organization Backup Storage Strategy
The HSC Organization has determined the appropriate backup storage strategy is.
SYSTEM/COMPONENT BACKUP STORAGE STRATEGY

1.

2.

3.

4.

5.

7. Backup Labels

Backup media stored should have appropriate |abeling to managing tape ownership, sengtivity and rotation
such asthefollowing:

HSC Organization Name:
HSC Organization Location
System or Component Name:
Cregtion Date:

Expiraion Date:

Data Classfication:

Contact Information:

8. Backup Testing
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Teding isan integrd part of ensuring your backups are good and available when needed. Testing should be
done routindly. When testing backups, extra caution should be used not to impact your operations. When,

where, and how are important decisions before attempting to validate your backups. Document for backup
testing per system or component is maintained in Appendix A.

TABLE 8.1 HSC Organization Backup Testing Strategy
The HSC Organization has determined the appropriate backup testing srategy as follows:
SYSTEM/COMPONENT TEST PLAN (When, Where, How)

1

2.

3.

4,

5.

9. Specific Operating System References

More information is available for specific operating systems from vendor supported websites. Some of
these websites contain specific recommendations, procedures, or scripts for specific operating systems.
Below are the mgjor websites for assistance:

http:/Amawww.mi crosoft.com/

http://www.redhat.com/

http://AMmww.sun.com/

http:/Mww.apple.com/
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APPENDIX A - BACKUP TESTING LOG

System/Component | Test Results Facilitator
Date
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APPENDIX B - Additional Supporting Documents
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