DUO Enrollment Guide

Duo's self-enrollment process makes it easy to register your phone and install the Duo Mobile

application on your smartphone or tablet.

Enrolling for the DUO Two-Factor Authentication begins with an email from the

UTHSCSA Duo system.

a. New students/employees will receive an email
fromDuo Securitywhentheiremailaccountis
created after hire.

b. Current students/employees will call the
Service Deskat210-567-7777 option 1 (M-F:
6am-6pm)

and request the Duo registration email is resent.

o Searchyourinboxforanemailfrom
“Duo Security”tofindtheemailand
begin theprocess. The email expires
after 30days.

c. Clickthelinkandfollowthe stepstocomplete
the enrollmentprocess.

2. Welcome Screen

6 UTHealth Protect Your University of Texas
e omAmonio Health Science Center at San

Need help? Antonio Account

Powered by Duo Security
Two-factor authentication enhances the security of your account by
using a secondary device to verify your identity. This prevents anyone
but you from accessing your account, even if they know your
password.

This process will help you set up your account with this added layer of
security.

Click Start Setup to get started.

UT Heath Science Center Two-Factor Authentication Encoliment

Ouo Security <no-replyBdudsecurity com>
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ﬁ UT Health
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2. Dowrdoad the VPN Giodar Pronect laptop) or Pulse S
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To Degn the DUD envoliment process, Chck on e folowing Sk, or copy-and-paste & nto
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UBeG OnCe. 313 expres 30 Carys after 1t s nTated. To ro-nate the emal cat the Service
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Thank you for your support,
IT Service Management (TSM)
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3. Choose your Authentication method

Werecommend using asmartphoneforthe bestexperience. Landline can be home phone oracell phone.

-
UT Health ~ What type of device are you adding?

- San Antonio
What is this? 4 @ Mobile phone RECOMMENDED
Need help?

Tablet (iPad, Nexus 7, etc.)

Powered by Duo Security Landline

Click Continue.

4. Type Your Phone Number

Select your country and type your phone number. Use the number of your smartphone, landline, or cell

phone that you'll have with you when you're logging in. You can enter an extension if you chose
"Landline"inthe previous step.

Then double-check that you entered it correctly, check the box, and click Continue.

-
UT Health Enter your phone number

- San Antonio
What is this? CF
Need help?

United States

Powered by Duo Security +1 21 05555555! v

Example: (201) 234-5678

You entered (210) 555-5555. Is this the correct number?

Back

5. Choose Device OS or Other

Chooseyourdevice's operating systemandclick Continue. Ifusingalandline or cellphonetoreceive the
codesviaan automated phone call choose “Other.”

-
UT Health What type of phone is 210-555-55557

- San Antonio

What is this? (®) iPhone
Need help?
Android

Powered by Duo Security Wind Phone

Other (and cell phones)

(o J o
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6. Install Duo Mobile

Duo Mobile is an application that runs on your phone and helps you authenticate. Withoutit you'll
still be able tolog in using a phone call or text message, but Duo strongly recommends that you use
Duo Mobile to authenticate quickly and easily. The Duo application is not required to utilize the Duo

system. Simplychoosethe SMS (text), Call, orHardware Token (purchaserequiredfrom TechZone)

options toreceive the Duo code.

Follow the operating system specific instructions on the phone’s screen to install Duo Mobile.

6 UT Healtt,  INstall Duo Mobile for i0S

San Antonio
1. Launch the App Store app and

search for "Duo Mobile".
2. Tap "Get" and then "Install” to
download the app.
Tap "OK" when asked if Duo Mobile
should be able to send push

What is this? (¢
Need help?

duo mobile

a Duo Mobile
Duo Seourity

notifications.
m | have Duo Mobile installed

Powered by Duo Security

Once installation is complete, click the checkbox next to | have Duo Mobile installed, and then click
Continue.

6. Activate Duo Mobile (if using the Duo app)

Activating the application will link it to your account so you can use it for authentication. On iPhone,
Android, Windows Phone, and BlackBerry 10, activate Duo Mobile by scanning the barcode with the
app's built-inbarcode scanner. Click the plus (+) toadd anaccountand scanthe code.

= UT Health Activate Duo Mobile for iOS

San Antonio

You'lylise this app to
fur username and
hputer

What is this? (4
APPROVE
LOGIN?

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

Duo helps
approve you

Need help?
Or, have an activation link emailed to

Powered by Duo Security you instead.

Scan the image on

m your computer

Add Account
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6 UT Health Activate Duo Mobile for iOS

. San Antonio

1. Open Duo Mobile.

2. Tap the "+" button.
it i £ 4

Whatis this? I 3. Scan this barcode.

Need help?

Or, have an activation link emailed to
you instead.

oo

Powered by Duo Security

The "Continue" button is clickable after you scan the barcode.

7. Choose Duo Push

Click the dropdown and chose Automatically send or call and then click Finish Enroliment.

- My Settings & Devices
v UT Health

> San Antonio
’ (3 i0OS 210-379-8066 )uSTADDED

What is this? (¢
Need help?

Default Device:  jOS 210-379-8066

Powered by Duo Security

|8
Whenllogin s ask me to choose an authentication method
Automatically send this device a Duo Push
Automatically call this device |

- Finish Enroliment ‘

8. Enroliment Complete!

()
V)
s 7/

Enrollment Successful

Way to go, you can now authenticate to any
Duo-protected service.
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